
The Dark Side
of Smart Toys

Smart toys that connect to the internet 
sound like the next best gift idea for children. 
But they pose significant privacy risks to little 
ones and their families. Take protective 
measures now.

Targets. Toys can be targets for 
hackers. Toy makers may be lax 
about security. Some dolls can 
be turned into listening devices 
with free apps.3

Research. Google the 
product to look for red flags 
about security or privacy. 

A Growing Industry
2015  $2.8 billion 
2020  $11.3 billion2  

Examples of Smart Toys

Protection tips

Hidden
Dangers

+ Smart Toy Bear by Fisher-Price
+ Innotab3 Tablets by VTech
+ Hello Barbie by Mattel
+ My Friend Cayla by Genesis Toys

Confusing terms of service 
and privacy agreements 
can make it difficult to know 
what’s being tracked from 
day to day.5 

Marketing manipulation. Smart 
toys can be used to gather 
information about your child and 
your family for targeted marketing 
and advertising purposes.4 

Educate. Teach children 
what types of information 
are okay to share with the 
toy and to turn it off when 
not in use.

Monitor. Keep an eye on 
how your child uses the toy 
and turn it off during 
private discussions. 
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65% of parents 
would pay more
for a smart toy1 


